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Preface

0.1 Abstract

Covert transaction networks pose a fundamental challenge for community detection: labels are scarce or un-

reliable, and node attributes may be missing or unusable, so methods must rely primarily on graph topology.

This report investigates whether the Laplacian geometry of such networks is sufficient to reveal meaningful sub-

structures without seeded supervision. We compare two topology-only pipelines applied to the Elliptic Bitcoin

transaction dataset. The first is classical spectral clustering. The second is a diffusion-driven method motivated

by graph Fourier analysis: Laplacian-derived probe signals are smoothed by a heat-kernel filter and implemented

at scale via Chebyshev polynomial approximation to avoid eigendecomposition; vertices are then embedded by

filtered responses and clustered in the induced diffusion geometry. Illicit/licit labels are used strictly post hoc

for evaluation. Performance is assessed through community quality metrics (modularity and conductance) and a

covert-relevance criterion (illicit lift). Across snapshots, spectral clustering consistently yields lower conductance

and often higher modularity than the heat-filter pipeline, while the diffusion method produces more variable cut

quality but can recover operationally interpretable motif-like structures; in at least one representative timestep

both methods identify the same star-shaped high-lift cluster, a motif commonly associated with suspicious

transaction behaviour. These results support the premise that Laplacian-based structure contains exploitable

information in covert settings, while highlighting that topology-only diffusion embeddings are sensitive to signal

design and embedding dimension and may capture motifs not well scored by standard cut objectives. Future

work is directed toward better matched diffusion feature maps and clustering objectives, and evaluation criteria

that complement cut metrics with motif- and stability-oriented measures.
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Introduction

Illicit financial activities increasingly manifest as complex transaction networks. Detecting relevant substruc-

tures in such networks is a unique challenge since organised behaviour often appears as communities, motifs, or

diffusion patterns rather than as isolated nodes. In practice, however, the most operationally relevant settings

are commonly covert; only a small fraction of entities are labelled, and these labels may be noisy, delayed, or

obscured (Dey and Medya (2019)). This lack of reliable observation then motivates the pursuit of community-

detection methods that can operate at a network-topology level; leveraging structural regularities in the graph

even when node features or annotations are unavailable or unusable.

Spectral methods provide a principled approach to this problem. In spectral clustering, community structure

is sought through the eigenspaces of the graph Laplacian, whose low-frequency harmonics encode slowly-varying

structure over the graph and are connected to cluster metrics such as conductance (Luxburg (2007)). More

broadly, graph signal processing adapts the Laplacian as an operator that generates a Fourier basis on the vertex

set, enabling the construction of filters that attenuate or amplify structural variation over graph frequencies

(Shuman et al. (2013)). These perspectives suggest a recurrent hypothesis: if illicit activity is organised in

structurally coherent groups, then Laplacian geometry alone may contain exploitable information about that

organisation, even in the absence of node attributes.

This report investigates this hypothesis on the Elliptic Bitcoin transaction network (Elmougy and Liu

2023): a temporal network comprising 49 snapshots with over 2× 105 nodes and 2× 105 edges in total. Nodes

represent accounts, and edges represent transactions. Labels (licit/illicit/unknown) are applied strictly post

hoc rather than as signal inputs to clustering. We compare two topology-only community discovery pipelines.

The first is spectral clustering following the classical framework of Luxburg (2007). The second is a diffusion-

driven method designed from graph Fourier principles. We construct Laplacian-derived probe signals, smooth

them using a heat-kernel filter gτ (λ) = e−τλ, approximate this filter at scale via Chebyshev polynomials to

avoid eigendecomposition, embed vertices using the filtered responses, and then cluster in the induced diffusion

geometry (Shuman et al. (2013) and Defferrard, Bresson, and Vandergheynst (2016)), to test whether diffusion

of Laplacian-informed signals can act as a topology-only lens for extracting structures such as communities.

The contributions of this work are as follows. First, we provide a self-contained formulation of the graph

Fourier viewpoint to motivate topology-only filtering and clustering on graphs. Second, we implement a heat-

filter pipeline based on Chebyshev approximation and apply it across all Elliptic snapshots. Finally, we evaluate

both the baseline and the proposed method using community-quality measures like modularity and conductance,

alongside a covert-relevance criterion (lift with respect to illicit labels).

The remainder of the report is organised as follows. Section 2 summarises the background required to

define the Laplacian eigenbasis and functional calculus, and the graph Fourier transform. Section 3 develops

intuition on toy graphs and canonical signals, motivating the use of heat filtering as a diffusion operator.

Section 4 describes the Elliptic dataset and the two pipelines in detail, including temporal snapshot construction,

signal design, Chebyshev approximation, and evaluation metrics. Section 4 also reports quantitative results
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over time and examines the representative snapshots. Section 5 concludes with the key findings and outlines

methodological and evaluative directions for future work.

1 Background

In this section, we build the foundational concepts required for this project. These definitions follow the classical

formulation of Harary (1969).

Definition 1.1 (Graph). A graph G is an ordered pair G = (V,E), where V = {v1, . . . , vn} is a finite set of

nodes, and E ⊆ V × V the set of edges between nodes.

Definition 1.2 (Undirected Graph). If (u, v) ∈ E implies (v, u) ∈ E, the graph is said to be undirected.

In undirected graphs, an edge between nodes i and j will carry the same meaning regardless of whether it

is viewed as connecting i to j, or j to i since the relationship is mutual by construction.

Definition 1.3 (Adjacency Matrix). Let G = (V,E) be a graph with |V | = n. The adjacency matrix of G is

the matrix A ∈ Rn×n defined by

Aij =

1, if (vi, vj) ∈ E,

0, otherwise.

Each row and column corresponds to a node, and the presence or absence of an edge is encoded as a binary

entry. In this way, the connectivity of the entire network is captured in a single matrix, allowing tools from

linear algebra to be applied directly to the study of graphs.

Definition 1.4 (Degree Matrix). The degree matrix of a graph G is the diagonal matrix D ∈ Rn×n whose

diagonal entries are given by

Dii =

n∑
j=1

Aij ,

with all off-diagonal entries equal to zero.

The degree matrix records the connections of each node, quantifying node participation in the network.

Definition 1.5 (Graph Laplacian). The (combinatorial) graph Laplacian is defined as L = D −A, where A is

the adjacency matrix and D is the degree matrix of G.

Thus, the entries of the Laplacian are described as:

Lij =


di i = j,

−Aij i ̸= j and (vi, vj) ∈ E,

0 otherwise.

The Laplacian matrix measures the extent to which a graph differs at one node from its values at nearby

nodes, acting as a discrete analogue of the continuous Laplace operator.
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Many fundamental properties of a graph such as connectivity, diffusion behaviour, random walks, and

community structure are reflected in the eigenvalues and eigenvectors of L, which form the mathematical

foundation of spectral graph theory, and the Graph Fourier Transform, used throughout this project.

The set of (ordered) eigenvalues, and the set of corresponding eigenvectors, forms the Laplacian spectrum of

a graph.

Definition 1.6 (Laplacian Spectrum of a Graph (Peter and François (2020))). Let G be a graph with Laplacian

matrix L. The Laplacian spectrum of G is the set of eigenvalues 0 ≤ λ1 ≤ λ2 ≤ · · · ≤ λn of L, together with

their corresponding (column) eigenvectors {u⃗k}nk=1 satisfying Lu⃗k = λku⃗k.

For undirected graphs, the Laplacian matrix is symmetric with all eigenvalues real and non-negative, and

the eigenvectors form an orthonormal basis of Rn (Friedman and JP (2004)). This basis plays an analogous role

to the Fourier basis in classical signal processing and constitutes the foundation of the Graph Fourier Transform

(Furutani et al. (2020)).

Intuitively, the Laplacian spectrum captures how information, influence, or variation propagates across

the network. Small eigenvalues correspond to smooth, slowly-varying structures over the graph, while larger

eigenvalues encode increasingly oscillatory patterns (Singh, Chakraborty, and Manoj (2016)). Additionally, the

spectrum reveals global structural properties such as connectivity, bottlenecks, and community organisation,

hence its pivotal role in spectral clustering and graph signal processing.

1.1 The Laplacian as a Linear Operator

While the Laplacian matrix L has thus far been introduced as an algebraic object, it is equally important to

view it as a linear operator acting on functions defined over the nodes of the graph.

Definition 1.7 (Graph Signal). A graph signal is a function f : V → R assigning a real value to each node of

the graph. Equivalently, f may be represented as a vector f⃗ ∈ Rn, where the i-th entry corresponds to the value

of the signal at node vi.

Under this interpretation, the Laplacian defines a linear mapping L : Rn → Rn, sending a signal f⃗ to a new

signal Lf⃗ .

The action of L on a signal measures how the value at each node deviates from the values at neighbouring

nodes. This mirrors the role of the continuous Laplace operator in classical analysis, where it measures local

curvature or variation of a function.

From an operator-theoretic perspective, the eigenvalue equation Lu⃗k = λku⃗k states that each eigenvector

u⃗k is a special signal whose shape is preserved under the action of the Laplacian, up to a scalar factor.

This interpretation provides the conceptual foundation for the Graph Fourier Transform: the Laplacian

eigenvectors form a basis of elementary “graph harmonics”, and arbitrary graph signals may be expanded as

linear combinations of these fundamental modes.
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Definition 1.8 (Graph Harmonics (Singh, Chakraborty, and Manoj (2016))). Let G be a graph with Laplacian

matrix L and eigenpairs {(λk, u⃗k)}nk=1. The eigenvectors u⃗k of L are called the graph harmonics of G.

Analogous to classical Fourier analysis, where sinusoidal functions arise as eigenfunctions of the continuous

Laplace operator, graph harmonics play the role of elementary oscillatory components on discrete network

domains (Shuman et al. (2013)).

1.2 Graph Fourier Transform

Definition 1.9 (Graph Fourier Transform). Let f ∈ Rn be a graph signal and let {u⃗k}nk=1 denote the graph

harmonics, i.e., the orthonormal eigenvectors of the Laplacian matrix L. The Graph Fourier Transform (GFT)

of f is defined as

f̂(k) = u⃗⊤
k f⃗ =

n∑
i=1

f(i)uk(i).

The coefficients f̂(k) quantify the contribution of the kth graph harmonic to the signal f , and therefore

represent the spectral content of f in the graph frequency domain.

Definition 1.10 (Inverse Graph Fourier Transform). Given spectral coefficients {f̂(k)}nk=1, the original signal

f may be reconstructed as

f =

n∑
k=1

f̂(k) u⃗k.

Equivalently, if U = [u⃗1 u⃗2 · · · u⃗n] denotes the matrix of Laplacian eigenvectors and f̂ the vector of Fourier

coefficients, then: f̂ = U⊤f , and: f = Uf̂ .

This pair of transformations establishes a direct analogue of the classical Fourier transform and its in-

verse, with the Laplacian eigenbasis replacing the complex exponential basis on Euclidean domains (Hammond,

Vandergheynst, and Gribonval (2011)).

2 Graph Signal Processing Operators

Definition 2.1 (Graph Filter (Shuman et al. (2013))). A graph filter is a linear operator H : Rn → Rn acting

on graph signals, which can be expressed as a function of the graph Laplacian: H = g(L). Here, g : R → R is

called the filter transfer function.

In classical signal processing, time-invariant linear filters are diagonalised by the Fourier basis. Analogously,

graph filters defined as functions of the Laplacian, H = g(L), share the Laplacian eigenbasis and therefore are

diagonalised by U , thus filtering is a method of independently scaling the spectral components.

Operationally, filtering mixes the signal values across the graph: for fout = Hf , each output entry satisfies

(fout)i =
∑n

j=1 Hijfj , so the value at node i becomes a weighted combination of values from other nodes

(typically nearby nodes when H = g(L)).
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Definition 2.2 (Spectral Graph Filter (Shuman et al. (2013))). Let L = UΛU⊤ be the eigendecomposition of

the Laplacian. A spectral graph filter with transfer function g acts on a signal f as Hf = g(L)f = Ug(Λ)U⊤f ,

where g(Λ) = diag(g(λ1), . . . , g(λn)), and λ1, . . . , λn are the eigenvalues of L.

Spectral filtering modifies each graph Fourier coefficient f̂(k) by the factor g(λk) and then transforms back

to the vertex domain.

Definition 2.3 (Graph (spectral) Convolution (Shuman et al. (2013))). Let g : R → R be a filter transfer

function. The (spectral) convolution of f with g is f ∗ g := g(L)f = Ug(Λ)U⊤f .

Remark 2.1 (Spectral multiplication property). Let f̂ = U⊤f denote the graph Fourier transform of f . Then

U⊤(g(L)f) = g(Λ)f̂ . Thus, graph convolution corresponds to elementwise multiplication of Fourier coefficients

by the transfer function g(λk) (Perraudin and Vandergheynst (2017)). Additionally, the word filter is used

interchangeably within this report to refer to the operator H = g(L) and its associated transfer function g(λ).

Definition 2.4 (Polynomial Graph Filter (Defferrard, Bresson, and Vandergheynst (2016))). A polynomial

graph filter of degree K is defined as

H =

K∑
k=0

akL
k.

This avoids eigendecomposition and has complexity proportional to the number of edges (Defferrard, Bresson,

and Vandergheynst (2016)). Sufficiently smooth spectral filters g(λ) can then be approximated by Chebyshev

polynomials:

g(L) ≈
K∑

k=0

ckTk(L̃),

where Tk are Chebyshev polynomials and L̃ is the rescaled Laplacian (Defferrard, Bresson, and Vandergheynst

(2016)).

Using direct spectral filtering requires the eigendecomposition of L, which is computationally prohibitive

for large networks. Polynomial approximations allow filtering to be performed using only sparse matrix–vector

multiplications, making the approach scalable to very large graphs, or networks.

3 Toy Graphs and Canonical Signals

To develop intuition for graph Fourier analysis and spectral filtering, we first consider a collection of small,

“toy” graphs, and simple, canonical signals defined on their nodes.

For each graph G = (V,E) with |V | = n, we construct its Laplacian L = D − A, compute its eigendecom-

position L = UΛU⊤, and treat the resultant eigenvectors {u⃗k}nk=1 as the graph Fourier basis. A graph signal is

then represented as a vector f ∈ Rn, whose i-th entry corresponds to the value assigned to the node vi.

3.1 Toy Graphs

We focus on three graph families that directly mirror the structural motifs present in covert transaction networks:
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Path graph Pn. The path graph provides the simplest setting where low-frequency modes vary gradually

along the chain, while high-frequency modes oscillate rapidly between adjacent nodes (Shuman et al. (2013)).

Cycle graph Cn (ring). The cycle graph restores translation symmetry (no endpoints) and behaves most

like a periodic 1D signal domain. Many canonical signals (sinusoids on node index, impulses, steps) display

clean spectral signatures on Cn, making it a useful reference model for interpreting frequency responses.

Figure 1: A simple 10 node path graph (left) and a 10 node ring graph (right).

Stochastic block model (SBM) with two blocks. The SBM is the toy model most directly aligned

with community detection: it contains two densely connected groups of nodes (blocks) with sparse connections

between them. In this setting, the first nontrivial eigenvectors concentrate on block membership, and low-

frequency filtering tends to preserve blockwise-constant patterns (Abbe (2018)). This makes the SBM the

most relevant toy graph for the project’s central premise as community structure is primarily a low-frequency

phenomenon.

Figure 2: A 36 node stochastic block model graph, generated with Python’s NetworkX library using p = 0.35

and q = 0.02

3.2 Canonical Toy Signals

On each toy graph G = (V,E) with |V | = n, we define a small set of canonical signals f : V → R. Each signal

is chosen because it isolates a particular spectral behaviour of interest.

(i) Step / community-indicator signal.
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Definition 3.1 (Community-indicator signal). Let G = (V,E) be a graph whose nodes are partitioned into two

communities V = V1 ∪ V2, V1 ∩ V2 = ∅. The community-indicator signal fcomm : V → R is defined by

fcomm(vi) =

+1, vi ∈ V1,

−1, vi ∈ V2.

A blockwise-constant signal is the idealised model of a community label: it is nearly constant inside each

community and changes sharply across the cut (Luxburg (2007)). On SBM graphs, this signal aligns closely

with low Laplacian eigenvectors and is therefore concentrated at low graph frequencies (Shuman et al. (2013)).

Figure 3: The SBM with node colours corresponding to signal values (left). The signal values against the node

index (middle). Plot of the frequency domain of the SBM with the community-indicator signal applied (right).

(ii) Ramp signal.

Definition 3.2 (Ramp signal). Let G = (V,E) be a graph with |V | = n, and fix an ordering V = {v1, v2, . . . , vn}.

The ramp signal framp : V → R is defined by

framp(vi) =
2i

n− 1
− 1, i = 0, 1, . . . , n.

A slowly varying signal over the node ordering (especially on Pn or Cn) concentrates strongly in the lowest

eigenvectors. It is a canonical example of a low-frequency signal. Also note that framp depends on the chosen

node ordering; on graphs without a natural linear order, it should be interpreted as a generic low-to-high trend

along the chosen indexing of V .

(iii) Sinusoid signal.

Definition 3.3 (Sinusoid signal). Let G = (V,E) be a cycle graph with |V | = n, and fix an ordering V =

{v1, v2, . . . , vn}. For a fixed integer k ∈ {1, . . . , ⌊n/2⌋}, the sinusoid signal fsine : V → R is defined by

fsine(vi) = sin

(
2πki

n

)
, i = 1, . . . , n.

Because Cn is a discrete periodic domain, its Laplacian eigenvectors closely resemble discrete Fourier modes.

For each nonzero frequency, the corresponding Laplacian eigenvalue has multiplicity two, with sine- and cosine-

like eigenvectors spanning the associated eigenspace. As a result, a sinusoid defined over the node index does
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Figure 4: The path graph with node colours corresponding to signal values (left). The signal values against the

node index (middle). Plot of the frequency domain of the path graph with the ramp signal applied (right).

not align with a single ordered eigenvector, but rather with a low-dimensional eigenspace corresponding to one

graph frequency band.

Consequently, the graph Fourier transform of fsine concentrates sharply on the pair of eigenvalues associated

with that frequency, which may appear at indices (λ2k, λ2k+1) depending on the eigenvalue ordering. This

behaviour illustrates that graph frequencies are fundamentally associated with eigenspaces rather than individual

eigenvectors, and confirms that spectral filters operate on frequency bands rather than single modes.

Figure 5: The cycle graph with node colours corresponding to signal values (left). The signal values against the

node index (middle). Plot of the frequency domain of the cycle graph with the sinusoid signal applied, using k

= 2 (right).

3.3 Toy Filters and What They Demonstrate

Definition 3.4 (Heat-kernel low-pass filter (Shuman et al. (2013)).). The heat-kernel is a soft low-pass filter,

gτ (λ) = e−τλ, Hτ = gτ (L).

Here, larger τ increases smoothing by attenuating higher frequencies more aggressively. The heat kernel is

particularly important because it is spectrally interpretable, stable, and efficiently approximable by Chebyshev

polynomials without eigendecomposition (Defferrard, Bresson, and Vandergheynst (2016)).
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4 Elliptic Bitcoin Dataset

Studied in this project is the Elliptic Bitcoin dataset (Elmougy and Liu 2023). This network consists of 49

timesteps, and totals over 2 × 105 nodes and more than 2 × 105 edges. Nodes represent accounts, and edges

represent bitcoin transactions or the flow of bitcoin. Nodes have been labelled as illicit, licit, or unknown,

depending on the respective nature of the transactions. All illicit labels are used solely for post hoc evaluation

and interpretation, and are not incorporated into the clustering process. In all analyses, the dataset is treated

as undirected and unweighted.

The majority of the nodeset is labelled unknown, which categorises the Elliptic Bitcoin dataset as a covert

network (Dey and Medya (2019)), and enforces a reliance on methods that leverage the structural properties

of the network and do not depend on node attributes. In light of these constraints, we use spectral clustering

as a baseline community detection algorithm (following the formulation of Luxburg (2007)). Then, we design

a novel heat filter method in which Laplacian-based signals are subjected to spectral filtering via Chebyshev

approximation, followed by dimensional embedding and clustering.

4.1 Temporal Snapshot Construction

For each time step t, a snapshot graph Gt = (Vt, Et) is constructed by selecting nodes and edges present at that

time. To ensure spectral stability, analysis is restricted to the largest connected component of each snapshot.

Let nt = |Vt| denote the number of nodes in this component. Additionally, let y⃗t ∈ {−1, 0, 1}nt denote node

labels such that −1 denotes unknown nodes, 0 denotes licit nodes, and 1 denotes illicit nodes.

For each snapshot the adjacency matrix At, degree matrix Dt and Laplacian matrix Lt are constructed. The

normalised Laplacian is defined as Lt = I − D
−1/2
t AtD

−1/2
t , which serves as the primary operator utilised in

the methodology. The eigendecomposition is then defined as usual: Lt = UtΛtU
⊤
t .

Remark 4.1. The main difference between the Laplacian and the normalised Laplacian is the normalised Lapla-

cian restrains degree-bias, where the unnormalised Laplacian does not. Due to the scale of the Elliptic Bitcoin

dataset, it is not acceptable to use the unnormalised Laplacian since it leaves the matrix unbalanced and

ill-conditioned (Chung (1996)).

4.2 Signal Construction

Two Laplacian-driven probe signals are defined to examine structural behaviour.

Adjacency connectivity signal: x⃗A = At1

This signal aggregates neighbour connectivity and is equivalent to node degree in unweighted networks. It

provides the typical degree-centrality; measuring local connectivity intensity.

Laplacian Signal: x⃗L = Ltx⃗A

This signal probes the discrete Laplacian response of connectivity, highlighting regions of heterogenic con-

nectivity structures. Consequently, x⃗L emphasises potential community boundaries and structural transitions.
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4.3 Spectral Clustering

As a benchmark method, spectral clustering is applied following the framework of Luxburg (2007). The first

k non-trivial Laplacian eigenvectors define an embedding of nodes into a lower dimensional spectral space.

The number of clusters is selected via a robust eigengap heuristic, and k-means clustering is performed on the

embedding, optimising cluster separability. This algorithm is utilised as a baseline for community detection.

4.4 Heat Filtering Graph Signal Processing Pipeline

This project’s main method employs the heat kernel defined in Definition 3.4, simulating the diffusion of signals

across the network, and attenuating high-frequency topological variation.

Since direct eigendecomposition is computationally prohibitive at the scale of the datset, the filter is ap-

proximated using Chebyshev polynomials,

g(Lt) ≈
K∑

k=0

ckTk(L̃t),

where L̃t is the rescaled Laplacian and Tk denotes Chebyshev polynomials. This approximation enables

filtering without explicit spectral decomposition.

Filtered probe signals are computed as x⃗
(f)
A = g(Lt)x⃗A, x⃗

(f)
L = g(Lt)x⃗L.

Nodes are then embedded into a diffusion geometry defined by filtered probe signals, Zt = [x⃗
(f)
A , x⃗

(f)
L ], where

proximity reflects similarity of diffusion behaviour. Clustering is performed via k-means on this embedding,

yielding diffusion-driven partitions of the network.

To interpret cluster relevance to covert behaviour, clusters are evaluated using illicit enrichment metrics.

For each cluster C with known labels, illicit density is defined as

ρC =
|{v ∈ C : yv = 1}|
|{v ∈ C : yv ̸= −1}|

.

Lift is computed as lift(C) = ρC

ρglobal
, where ρglobal denotes illicit density across the snapshot.

Clusters with maximal enrichment are selected for visual analysis. Induced subgraphs are extracted and

pruned using connectivity-preserving strategies to ensure interpretability while retaining illicit nodes.

4.5 Evaluation Metrics

Three metrics are employed to evaluate clustering behaviour.

The first is modularity, defined Q =
∑

c
Ec

m − γ( kc

2m )2, where Ec is the number of edges within community

c, kc is the sum of degrees of nodes in community c, m is the total edge count for the network, and γ is a

resolution parameter. This metric measures the effectiveness of community divisions by comparing the actual

edge density within clusters against the expected edge density seen in random networks (Clauset, Newman, and

Moore (2004)). Community divisions that yield high modularity indicate dense clusters with few edges between

them.
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The second cluster evaluation metric is conductance, defined ϕ(c) =
Ec,c

min(Ec,Ec)
. Here, Ec is again the number

of edges in community c, Ec the number of edges not in c (or its complement), and then Ec,c the number of

edges between c and its complement. Conductance is a measure of graph connectivity with respect to a partition

of interest. That is, low conductance will imply low connectivity between two node sets, and if we define these

node sets as communities, we get a measure of edge sparsity between communities.

Extending this, we can evaluate a network’s global conductivity by selecting the minimum conductance over

all communities Φ = min
c∈V

ϕ(c). Finally, we assess the covert relevance of detected communities via the lift metric

defined in the section above.

4.6 Results and Discussion

Across the 49 snapshot graphs, spectral clustering consistently produced partitions with low conductance and,

in many timesteps, higher modularity than the heat-filter pipeline. In contrast, the heat-filter method yielded

relatively stable but generally small modularity scores and higher conductance, indicating that the diffusion

embedding, as currently instantiated, does not reliably recover sharply separated edge cuts. Neither method

has any consistent performance in this metric, however there is notably less variation yielded by the heat filter

method.

Figure 6: Plot of average cluster modularity, spectral clustering in blue and the heat filter method in orange.

Figure 7: Plot of cluster conductance, spectral clustering in blue and the heat filter method in orange.

Due to pagelimit restrictions, only a small selection of snapshot outputs are examined in this report.
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Figure 8: Plot of cluster conductance, spectral clustering in blue and the heat filter method in orange.

Timestep 14

Figure 9: Spectral clustering highest lift cluster (left) contains 97 nodes and 98 edges. The heat filter method

(right) yields a highest lift cluster of 12 nodes and 12 edges.

Timestep 42

Figure 10: Spectral clustering highest lift cluster (left) contains 250 nodes and 276 edges. The heat filter method

(right) yields a highest lift cluster of 24 nodes and 23 edges.

Nevertheless, in several snapshots the diffusion method extracted structures that were qualitatively distinct

from those produced by spectral clustering, and in at least one representative case (Timestep 13) both methods

converged to the same star-shaped cluster: a motif commonly associated with transaction patterns in financial

crime networks.
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Timestep 13

Figure 11: Spectral clustering highest lift cluster (left) contains 39 nodes and 38 edges. The heat filter method

(right) yields a highest lift cluster of 38 nodes and 37 edges.

This suggests that while classical spectral partitioning is better aligned with cut-based notions of community

in this setting, diffusion-style filtering can still expose recurrent meso-scale motifs - when the topology strongly

supports them.

Two key observations follow. First, “good” communities in covert transaction graphs are not always well

captured by a single cut-based objective such as modularity or conductance; motif-like structures (e.g. star/hub

patterns) may be operationally meaningful while scoring poorly under standard community quality metrics.

Second, the effectiveness of topology-only diffusion embeddings is highly sensitive to modelling choices, especially

the probe signals and the embedding dimension.

5 Conclusion and Future Work

This project investigated whether the Laplacian geometry of a covert transaction network alone is sufficient in

revealing meaningful community structures, without using node features or seeded labels. Studying the Elliptic

Bitcoin transaction graph, we compared a classical spectral clustering baseline against a topology-only diffusion

method based on Laplacian-driven probe signals passed through a heat-kernel filter approximated by Chebyshev

polynomials.

Naturally, future work could focus on methodological refinement and evaluation refinement. On the method-

ological side, the diffusion pipeline can be primarily strengthened by replacing the two-dimensional embedding

[x⃗
(f)
A , x⃗

(f)
L ] with a higher-dimensional diffusion feature map, and secondly, exploring clustering objectives that

better match the geometry induced by diffusion (e.g. density-based clustering or regularised k-means). On the

evaluation side, the analysis could incorporate motif- and anomaly-oriented criteria in addition to cut metrics,

and could report temporal stability across snapshots (such as structure persistence, or recurrence over time).

Overall, the results support the core premise that Laplacian-based geometry contains exploitable information

about covert network structure, but they also show that extracting useful communities requires aligning the

signal model and filter design with the notion of “structure” one seeks to detect: edge cuts, diffusion similarity,

or criminally-relevant motifs.
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